Ingate SIParator 19 Technical Configuration Notes

How to configure the Ingate SIParator 19 for use with Integra Telecom SIP Solutions

Generic ITSP Method

Overview: This document provides a reference for configuration of the Ingate SIParator to connect to Integra

Telecom SIP Trunks. This document covers a basic setup with required steps for interoperability with Integra

Telecom only. Specific configuration for interoperability with the customer IP-PBX is not covered in this document.

Note that at the time of publication of this document, Integra is not listed as a “pre-configured” option in the

Ingate Startup Tool. ITSP configuration is performed manually by selecting Generic ITSP.

Hardware and Software: The following hardware and software were employed to test interoperability
between an IP-PBX, the Ingate SIParator and Integra.

Manufacturer Model Software Version
Ingate SIParator 19 4.8.4
MetaSwitch MetaSphere 7.2

Tested Features: The following is a list of features that were tested.

Feature Description Issue (if any)
Basic Call Making and receiving a call between | None
the IP-PBX and Integra Telecom
service provider.
Call Hold Placing a call in On Hold state and None
retrieval of call from same station.
Call Transfer Relocation of an active call from one | None
station to another. Both internal
and external transfers were tested.
Conference Call Call in which at least three parties None
are connected. Test scenarios
included internal and external
participants.
DTMF Dual-tone multi-frequency signaling | None
transmission and receiving.
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Network Topology: Figure 1 shows how the network was configured for interoperability testing.
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Figure 1: Interoperability network diagram

Hardware Installation: This section explains the hardware installation process for the Ingate SIParator 19.

1. Seefigure 2 below for the locations of necessary connections.
Connect Power to the Unit.

3. Connect an Ethernet cable to the “Eth0” interface. This cable should connect to the customer’s
LAN network. This network should also have a connection to the customer’s IP PBX. (shown in
red in Figure 2)

4. Connect an Ethernet cable to the “Eth1” interface. This cable should connect the Integra
Telecom provided Adtran 3305 CPE router’s Ethernet 0/2 interface.

Eth2 Eth1 Eth0

s LI L]

CONSOLE

RESET.

Figure 2: Back of Ingate SIParator 19 and connections.

Configuration Notes: This section contains a detailed description of how the Ingate SIParator was configured
for interoperability testing with the Integra Telecom services.
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Network Requirements: As in any VolP deployment there must be adequate bandwidth to support
voice traffic. A proper network assessment should be performed before any VolP deployment.

Assumptions:

e Al SIP Signaling uses UDP on port 5060.

SIP Signaling packets are marked with Differentiated Services Code Point (DSCP) 24.

Real-Time Transport Protocol (RTP) packets are marked with Differentiated Services
Code Point (DSCP) 46.

Licensing Options: The Ingate SIParator must be equipped with the following licenses.

e  SIP Trunking Module

e SIP Traversal Licenses to meet customer traffic requirements

Licensing can be viewed on the Network Topology tab of the Ingate Startup Tool as seen in Figure 3
below.

[E ingate Startup Tool

x|
P-Pax | mrsP | Upload Configuration |

s ato
[Inside (nterfaceEh0)
1P address: 92 .18 . 1 . 1
Metmask: 255 . 255 . 255 . O

[ Outside (Interface Eth)) ————— Existing firewall
I™ Use DHCP to obtzin IP
IP Address:

Product Type: [

Internet

Ingate SiParator
W7 . 173 . 7 . 194 LN

MNetmask: 255 . 255 . 255 , 252

™ Allow https access to web interface from Intermet

1P-PEX

Gateway: 07 .173 . 7 . 193

DNS server

Primary: 204 0130 . 255 . 3

Secondary: 209 .63 .0 . 6
(Optional)
tatu
Ingate Startup Tool Version 2.6.5, connected to: Ingate STParator 19, 16-092-032-6027-5
Ingate SIParator 19 |
Installed Modules:
SIP Trunking
VN
5 SIP Traversal Licenses
10 SIP User Registration Licenses
Software Version: 4.8.4
Help

Figure 3: Example of SIP Licenses

Initial Configuration of Ingate SIParator

Initial configuration of the Ingate SIParator is performed with the Ingate Startup Tool. The Ingate
startup Tool is an installation tool designed to simply the initial commissioning of the SIParator and will
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automatically configure the SIParator to work with vendor certified IP-PBX and SIP trunk service

providers.

The Ingate SIParator does not come preconfigured with an IP Address or administrator password so

web administration is not possible until the Startup Tool is run.

The most recent version of the Startup Tool can be downloaded from

http://www.ingate.com/Startup Tool.php . Click “Download” to begin the process.

Startup Tool Installation

1. Runthe “StartupTool.msi” file to begin the software installation process.

2. Select “Run” if prompted with a Windows Security Warning window.

f Open Fie - Security Warning x|

 The publisher could not be vesified. Ase you sure you want to
| tun this software?
Name: StartupT ock2 6.5.msi
Publicher. Unknown Publishes
Type Windows Instales Package

Freen C =
= |

¥ Aways otk befces opening thes fle

This fle doss it have a vakd

X verfes &5
prublisher. YmMWmm«ghmM:mm
How can decds what solteie 10 w2

3. Select “Next” to continue.

¥ Inggate Stastup Tool =10 ]|
Welcome to the Ingate Startup Tool Setup Wizard %
e —— o
WIRFINING
- o ory potion o .

4. If necessary, change the installation destination folder and select “Next” to continue.
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http://www.ingate.com/Startup_Tool.php

5/ rote st Tool el

. Select Installation Folder %

Slamg

chek "Meat™ T

“Browss™.

[EProgom Fiaiitngata Syiterstingare Statue Tocts | Browse.
Dk Cost

I L | T |

5. Select “Next” to commence installation.

i3 Ingate Startup Todh

Confirm Installation %
e

Chck "Nt s v e instalaion. r

Select “Close” once installation is complete. Run the Startup Tool from either the Windows
Start Menu or Desktop shortcut. Before running the Startup Tool, ensure that the SIParator
EthO Interface and administrative PC are connected to the same LAN subnet.

Instaliation Complete

Ingaie Stamp Tool has been successhily ratsbed
Ok "Thosa™ o et

To Configure the Unit for the First Time
1. Launch the Startup Tool

2. Select the “Ingate Firewall/ SIParator” model type and click “Next”
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4.

[Esclectpoductiype =10l x|
‘Weelcome bo the Engate Startup tool = this bool will assist you in satting up your e Ingabe unit

et

Connedt your compuber to your Ingabe unit ke this,

Chose “Configure the unit for the first time”. Then check the box to select “Configure SIP
Trunking”. Assign a valid IP Address and MAC Address for the interface Inside (Interface
Eth0). Obtain the IP Address from the LAN administrator. The MAC Address can be found on
the sticker located on the underside of the Ingate SIParator. Then enter the desired
administrator password. Once all values have been input select “Contact”.

[&] Ingate Startup Tool - Helps configure your Ingabe unit

~ Ingate Startup Tool Version Help
i are running the Latest version of this tool. Help |
 First selsck what you would ke to do: + Assign IP address and password, establich conkact
[F configure the un for the first tie | - Inside (Inkerf oce EthD)

" change or update configuration of the unit IF Address: 192 .168 . 1 . 1 |

P
MAC Address: sntbbers:l 1223y
I™ Rusgister this unk with Ingate J

I Upprads this unit  Select & password

P Erisbie - Password: seannes
I™ Conligure Remote SIP Connectivity e
= = [+eennns |

I™ Backup the created configuration
[” Create a config without connecting bo a unk
I This tool remembers passwonds

I~ Inabau support
ISt
Ingske Stortup Todl Version 2.6.5 |
Startup tool version gvalable on the Ingate web: 2.6.5
You ans runening the latest version of the Siartup tool.
Mose irifemmation i svadsbls here: Bt v, ngats, comfstartuptonl. phg

Once connected to the Ingate SlIParator, the “Network Topology” tab will be displayed.
From the product type drop-down select “Standalone SIParator”. Verify that the IP Address
for interface Inside (Interface Eth0) matches what was entered on the previous screen.
Enter the Netmask assigned by the customer LAN administrator. For interface Outside
(Interface Eth1) assign the IP Address and Netmask found in ICC. The Gateway Address can
be found XXXXX and is the same Address assigned to the Ethernet 0/2 interface of the CPE
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(Adtran 3305 Router). Assign Primary and Secondary DNS server IP Addresses as supplied on

XXXXXXXX.
';':!I"I'I-Il‘: Startup Tosl ﬂ
| IHIHIEHHI}EM*MlHﬂ | ickosd Configurstion |
Froduct Type: | [y y———
Inside (Enktert 00 EIHO) Internet
ek [ & 50 ]
Cutside {Intesfacs Ethl) 1 e et
[~ Lt DNCP o obtan 1P gt St o
1 ickboss: A7 .03 . 7 LW Lan
Mstmack: 265 . 2% L 25, 2R
a
| I Al PRt S¢nss b vest e nes froe Inermst | Sy
Goteway: A7 L. 71
[~ N5 srver -
e
{Opkienal)
R
Ingate SEArtuD Too! Version 2 6.5 =]
St tus bol variion aivislobie on the Ingata webs 2.6.5
¥ou ane mrrng the [seer vergon of the Starup tool.
Mt iRt Bublids biass Hiter ey e
=
s |

5. Select the “IP-PBX” tab. From the “Type” drop-down, select the appropriate IP-PBX vendor.
Enter the IP-PBX IP Address as supplied by the customer. Note that the IP Address of the
PBX should be on the same LAN segment as the Ingate “Inside” Ethernet Interface.

Select IP PBX
model from drop
down.
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6. Select the “ITSP” tab. From the “Name” drop-down select Generic ITSP. In the “DID (start of
range)” field enter the XXXXXXXX found on XXXXXXXXXXX. Enter the DID range size. Leave
the “Authentication name” blank as it matches the DID previously entered. Enter the SBC
URL found on the T1 Trunking CLR as the “Domain” and the “Password” as found on
XXXXXXXXXX. Lastly, enter the DID (start of range) value in the “Local Number” field.

Integra has

requested Ingate to

add Integra Telecom
to the drop down.

Until that is added
select Generic ITSP
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I fIngate Startup Tool

7. Select the “Upload Configuration” tab. Ensure that “Logon to web GUI and apply settings” is
checked. Select “Upload”.

(& Ingate Startup Tool
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Once the startup Tool has finished pushing the configuration to the Ingate Unit a window
will pop up stating the configuration has been updated. Press “OK” and the PC’s default web

browser will open to the Ingate Web GUI login screen.

Your configuration has been updated.

When you press OK you will be redirected to your browser,
Please login and press "Apply Configuration”

in the Admin menu of the Ingate web interface.

Enter the username “admin” and the password previously defined in the Startup Tool and

push “Log in”

o Integra_Telecom - - Login - Windows Internet Explorer = |EI|5|
+.
e~ |g,|htm:ﬂ192.168.1.1,.r =] {##][ %[ |Live search P~
" Fle Edit View Favorites Tools Help
- o 3
oy (& Integra_Telecom - - Login | | 0~ E - o= - |5k Page + (0} Tooks +
=l

inGate SlParator Integra Telecom

|| You were not logged on.
|| Local password

Usemame:" |

H Page generated 2011-01-07 08:43:39 -0800.
I n a e Ingate SIParator 4.8 4. Copyright © 2010 Ingate Systems AB.

N Basic SIP | SIP ;. Virtual Private | Quality of | Logging
I

[ [T T [ 6/ mntemet

H100% - g

10. Once logged into the web administration interface select “Administration”.
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| /= Integra_Telecom - - Top - Windows Internet Explorer

~=1oix|

@T:t ~ [&] ntip://192.168.1.1/#pos

= ## ) ¢] five searcn
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" Fle FEdit View Favorites Tools Help
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o Us
o

. SIP S

inGate SlParator

Basic SIP SIP . Virtual Private | Quality of | Logging
ﬂﬂdTﬂﬂk Ahuu‘

|| Logged in as admin (Full Access) using local password.

+ Administration
o SaveToad Confisuration
o Show Configuration
ser Administration
pgrade
o Table Look
o Date and Time
1 o Restart
H o Change Lanmage

CIVICES
o Basic Settings
o Signaling Encryption
o Media Encryption
o Interoperability
o Sessions and Media
o Remote SIP Connectivity
o VoIP Survival

. Virtual Private Networks

Integra Telecom

« Basic Configuration

]

oo 00000

Basic Configuration
Access Control
RADIUS

SNMP

Dvnamic DNS Update
Certificates

Advanced Settings
SIParator Type

. SIP Traffic and Users

Log Out

« Network Configuration

o Networks and Computers

o Default Gateways
o All Interfaces

o VLAN

o Eth0

o Efl

o Ef)

o Interface Status
o PPPoE

o Topology

. Failover

o

0000000000

SIP Methods
Filtering

Local Registrar
Authentication and Accounting
SIP Accounts
Dial Plan
Routing

Time Classes
SIP Status

SIP Test

SIP Test Status

« Quality of Service

o [P:

~ TD

sec Peers

cor Timmale

]

oS Information

o Failover Seftings
o Reference Hosts
o Failover Statns

. Logging and Tools

o Display Log
A Danlrat Canbara

11. In the Administration screen select “Apply configuration”.

inGate SlParator

L Basic SIP | SIP ], Virtual Private | Quality of | Logging

+ Changes have been made to the preliminary configuration, but have not been applied.

SIlnw
(

(MY Configuration Administration Upgrade Look — Time

User

Integra_Telecom

Table Date and

Change
Restart Language

Log Out |

Test Run and Apply Conf (Help)
Duration of limited test mode:

|3l] seconds

‘ Apply configuration ||

& On every page

¢ On the Save/Load Configuration page

" Never

Show Message About Unapplied Changes

12. Once the configuration has been successfully applied the administration interface will

prompt to Save, Continue Testing or Revert to the previous configuration. Select “Save

configuration”.
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Gate SlParator Integra Telecom

Adminisiration i Network Failover Virtuol Prvo
Configuration Services Tmfﬁ( Networks

You are currently testing the preliminary configuration. You must press eith
seconds, or the SIParator will revert to the normal permanent configuration

Save configuration | Continue testing | Revert |
= —————

)

=
-

H G._] i Page generated for 'admin’ 2011-01-07 08:46:15 -0300.
I n .“_'_‘ q e Ingate SIParator 4.8 4. Copyright © 2010 Inga

13. When the save completes the screen will revert to the previous Administration screen. The
web client can now be exited.

Page 12 Integra Telecom — Ingate SIParator

2/25/2011



